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Cyber defense is increasingly important for the wellbeing of our economy and our national defense.  Uni-

versities can help meet our growing cybersecurity needs by training the next generation of cyber defenders, 

and it is crucial that the curricula for such programs are designed to prepare students for the type of work 

that is performed in the field.  Unfortunately, collecting data about cyber work is hindered in situations 

where cybersecurity professionals are uncomfortable with traditional human factors work analysis methods.  

Four potential constraints are 1) no naturalistic observations, 2) anonymity and safety, 3) short data 

collection time, and 4) no deep process questions.  We developed a brief interview technique that allowed 

us to measure the importance of knowledge, skills, and abilities related to offensive and defensive cyber 

work.  Based on our experience using this technique, it fits within the four potential constraints to cyber 

research and produces information that is directly applicable to the development of cybersecurity curricula.  

Our technique could potentially be used for other research purposes and personnel selection and by 

researchers interested in other high-security populations.  

 

 

Individuals and organizations communicate, enact finan-

cial transactions, and store information digitally.  Hackers are 

incentivized to steal or corrupt such information for monetary 

gain, and the number of reported cybersecurity incidents 

continues to grow (Shoemaker, Kohnke, & Sigler, 2016). 

Unfortunately, the cybersecurity workforce is not 

growing fast enough to meet our country’s rapidly increasing 

cyber defense demands.  Government agencies and private 

industries have difficulty filling positions (McGettrick, 2013), 

with postings for cybersecurity jobs taking longer to fill than 

those for information technology jobs overall (Restuccia, 

2015).  The Bureau of Labor Statistics predicts that cyber-

related professions will experience 18% growth in 10 years, 

well above the national average for job growth (BLS, 2015).  

Universities must play a role in alleviating the cyber 

workforce shortage by creating more courses and programs to 

educate future cybersecurity professionals (Locasto, Ghosh, 

Jajodia, & Stavrou, 2011; NSA, 2016).  Ideally, these courses 

would prepare students for the cyber job market and decrease 

the demands of post-graduate training (Vieane et al., 2016).  

Curricula should be based off of an understanding of cyber 

work and of which aspects of work are most important for 

students to know upon graduation.  

The human factors field recognizes the need for a better 

understanding of cybersecurity work (Dodge, Toregas, & 

Hoffman, 2012; Knott et al., 2013; Lathrop, Trent, & 

Hoffman, 2016; Madhavan, Cooke, Bass, Meyer, & Roth, 

2015; Mancuso et al., 2014; Oltramari, Henshel, Cains, & 

Hoffman, 2015), and there have been efforts to study aspects 

of cyber defense work (e.g., D’Amico & Whitley, 2008; 

Mahoney et al., 2010; Stanard et al., 2004).  

Unfortunately, the methodologies often employed by 

human factors researchers in order to document work are not 

always feasible in high-security fields such as cyber.  Our 

research team encountered such difficulties when attempting 

to interview and observe cyber attackers and defenders.  From 

early on, we consulted with a subject matter expert (SME) 

who has worked closely with cyber professionals for over 5 

years and who had conducted research with cyber profes-

sionals as participants.  Based on our conversations with the 

SME, we identified four potential constraints on research 

involving cybersecurity professionals: 1) no naturalistic 

observations, 2) anonymity and safety, 3) short data collection 

time, and 4) no deep process questions.  Researchers could 

experience difficulty recruiting cybersecurity attackers or 

defenders as participants with a procedure that exists outside 

of one or more of these constraints.  Of course, adhering to the 

four constraints provides its own set of challenges, as most 

task analysis and cognitive task analysis data collection tech-

niques do not fit within these constraints. 

We will describe the four constraints in further detail, but 

first it is worth acknowledging that our SME’s experience 

within the cybersecurity field is not universal. Prior literature 

indicates that researchers have successfully gained access to 

cyber professionals with methodologies that include natural-

istic observations, in-depth interviews, or both (D’Amico & 

Whitney, 2008; Mahoney et al., 2010).  That said, we had two 

reasons for taking the constraints laid out by our SME serious-

ly.  First, based on conversations with other human factors 

researchers, running into one or more of these constraints is a 

common occurrence.  Second, while not all cyber research 

appears bound by the four constraints, it is unclear in which 

circumstances one or all of the constraints would apply and in 

which circumstances they would not apply.  For these reasons, 

it was prudent to proceed with the assumption that our 

methodology should fit within the four constraints.    

In the following experience report we discuss the poten-

tial constraints present in cybersecurity research, how we 

developed a brief interview technique to work within the con-

straints, and the effectiveness of our methodology.  Our inter-

view was intended to provide a better understanding of the 

knowledge, skills, and abilities (KSAs) that are most 

important to include in cybersecurity curricula.  Those inter-

ested in other aspects of cybersecurity work will likely 

confront the same four constraints and thus may still benefit 

from a discussion of our methods and experiences. It is also 



possible that researchers interested in other high-security pop-

ulations will find this experience report helpful.   

 

DEVELOPMENT OF THE BRIEF INTERVIEW  

 

In each of the four proceeding sections, we provide an 

overview of a potential research constraint and the way in 

which our brief interview technique accommodates the con-

straint.  When appropriate, alternative means of complying 

with the constraint are discussed.   

 

First Constraint: No Naturalistic Observations  
 

 Cybersecurity professionals are charged with protecting 

and defending information.  Even ethical attackers, such as 

penetration testers, are concerned with keeping their client’s 

information secure.  Our SME cautioned that most cyber pro-

fessionals would be unwilling to let researchers watch them 

work even if the researchers were granted security clearances 

or had signed a non-disclosure agreement.  Part of the reason 

is that the act of performing cybersecurity work is itself part of 

the information that the cyber professional is guarding.  Cyber 

professionals do not wish to divulge their trade secrets, espe-

cially not to anyone who might publish them, for fear that this 

would expose their company’s vulnerabilities or the cyber 

professional’s tactics.  Either would put them at a dis-

advantage in future adversarial situations. 

 From a practical note, even if some cyber professionals 

were willing to participate, observations can be challenging 

because cyber attackers and defenders often work in teams 

(e.g., Trent, Hoffman, Leota, Frost, & Gonzales, 2016).  If one 

team member does not consent to participation, then research-

ers cannot observe any work conducted by the team.  This 

would significantly cut down on the amount of and usefulness 

of any data collected.  

 Due to this constraint, we elected to forego naturalistic 

observations and instead focused on collecting data through 

interviews.  An alternative solution would have been to per-

form observations of training scenarios (e.g., Champion et al., 

2012).  This solution allows researchers to observe work and 

problem-solving processes in real-time and can be a close 

approximation of observing real cyber work.  Often the train-

ing scenarios are based on real past events.  Those partici-

pating in training may be cybersecurity novices or, depending 

on the program, they may be established security professionals 

attempting to learn a new skill.  Ultimately, we did not choose 

this option because the observation of training scenarios was 

not appropriate for the types of information about cyber work 

that we were trying to collect.  Observing work that is already 

part of instruction does not provide insight into the aspects of 

work that professionals find to be the most important.    

 

Second Constraint: Anonymity and Safety 
 

Cybersecurity professionals prefer to remain anonymous.  

This can again be to protect their employer or to protect them-

selves personally.  The type of information that is considered 

too personal can vary depending on the situation.  In some 

cases, the researcher should not ask for demographic infor-

mation, in other cases they should not ask for personal infor-

mation, and in most cases the researcher should consider the 

costs and benefits of collecting data online.   

Researchers should be cautious of asking for demograph-

ic information such as race or gender when recruiting from 

small participant pools.  This applies, for example, when all 

potential participants work at one or a few agencies or organi-

zations and especially if it’s easy for readers to find out which 

agencies and organizations the researchers recruited from.  In 

such situations, the recruitment pool is already likely to be 

small and so answers to demographic questions would provide 

identifying information.  

If recruiting from a larger and more diverse participant 

pool, such as when recruiting at conferences or through snow-

balling, participants may be more willing to provide demo-

graphic information but may be unwilling to provide personal 

information such as their name or their workplace.  For cyber 

professionals involved in illegal activity, this anonymity can 

be a self-preservation measure.  But the community as a whole 

is distrustful of questions about personal information because 

of concerns about social engineering: being manipulated into 

sharing compromising personal information through social 

obligations such as being polite.  As such, cyber professionals 

become suspicious when someone asks for personal infor-

mation.  In cases of strict anonymity, participant compensation 

can be difficult, if not impossible.  Many research institutions 

require the collection of personal information as part of the 

compensation process. Doing research without compensation 

results in its own challenges.  For example, in the next section 

we will discuss the time constraints placed on researchers try-

ing to recruit participants without compensation.  

Long-distance data collection, such as through online 

surveys, is one means of learning about work without 

observation and has the added benefit of being low-cost and 

minimally demanding on researchers’ time.  However, our 

SME advised us to not use electronic means of data collection 

because cyber professionals may not trust the security of a 

digital platform.  The nature of cybersecurity research is such 

that those who are sent an online survey are those with the 

skills to hack it.  This would be a nuisance to the researcher 

but, in cases where demographic or personal information is 

collected, could also pose a real risk to participants.  For simi-

lar reasons, other digital means of recording information, such 

as video or voice recordings, were discouraged.   

To work under these constraints, we elected to not 

collect demographic information on gender or race and admin-

ister and record interviews on paper.  This resulted in a 

methodology that could be used for any cyber participant pool.  

We decided to maximize the number of participants we could 

recruit by recruiting at well-populated hacking conferences.  

For this reason, we forewent participant compensation.  

Researchers recruiting from a small participant pool may be 

required to compensate participants, especially if collecting 

data during work hours.  In this case, it would be necessary to 

collect personal information.    

We did feel it necessary to ask some type of demograph-

ic questions in order to gauge the expertise of the participants.  

Our SME recommended two questions that would not produce 

identifiable information: “How many years have you been 



interested in cyber?” and “How many capture-the-flag events 

have you participated in?” We also asked participants what 

was their highest level of education and, when applicable, 

what was their major. 

 

Third Constraint: Short Data Collection Time 
 

A cybersecurity professional’s time is valuable, both in 

the sense that the work that they do is important and in the 

sense that their pay is lucrative (median income of 

$43.33/hour, BLS, 2015).  For that reason, cyber professionals 

may prefer to not be interrupted from their job for extended 

periods of time.   

In cases when researchers are not planning to compen-

sate participants, potential participants are being asked to give 

up their free time.  As with most populations, it is easier to ask 

cyber professionals to volunteer for shorter rather than longer 

amounts of time.  

To work within this constraint, we built an interview 

intended to last 15 minutes (20 maximum).  Although we were 

building an interview primarily around the time constraints 

associated with a large, anonymous participant pool, our SME 

indicated that cyber professionals from smaller pools would 

also be unlikely to participate if they expected that the 

researcher would take over 15 minutes of their time.  

Researchers who recruit from small participant pools would be 

expected to compensate participants at least as much as they 

would make for the same amount of time spent at their job.   

 

Fourth Constraint: No Deep Process Questions 
 

 In-depth interviews can pose the same risks to cyber-

security professionals as do naturalistic observations.  Namely, 

participants could be put at a tactical disadvantage if the re-

searcher published too much information about how the cyber 

professionals perform their work.   

 Therefore, we were presented with the task of construct-

ing shallow, non-threatening questions about cyber work that 

would provide enough useful information to help guide 

curriculum development.  We focused on the knowledge, 

skills, and abilities (KSAs) necessary in the current cyber 

workforce.  KSAs can be collected through a variety of 

methods including past literature, training manuals, and SME 

input (Salas et al., 1999).  We relied on the KSAs found within 

the National Initiative for Cybersecurity Education (NICE) 

Cybersecurity Workforce Framework (Shoemaker et al., 

2016). The Framework identifies over 1000 KSAs used by 

cyber professionals and 79 KSAs within the protect and de-

fend knowledge area which is the knowledge area that best 

covers the cybersecurity attacking and defending work of 

interest in this project.  Because we wanted our survey to last 

for 15 minutes or less, we decided against including all 79 

KSAs.  Some of the KSAs were listed as necessary for multi-

ple specialty areas within the protect and defend knowledge 

area.  For example, the KSA “Knowledge of basic system ad-

ministration, network, and operating system hardening tech-

niques” appeared under both the Computer Network Defense 

Analysis and Incident Response specialty areas.  There were 

32 such repeated KSAs within the NICE Framework protect 

and defend knowledge area, and we determined that this 

amount was appropriate for the 15-minute timeframe we 

wanted.  An additional benefit of using the 32 KSAs for the 

survey was that these were likely to be considered more 

important to all participants than the KSAs that were only rel-

evant to one specialty area.  This was appropriate for our pro-

ject because we were interested in determining the KSAs that 

were most important to cyber attacker and defenders generally 

in order to make suggestions for cyber curricula.  

 We asked two questions relating to each of the 32 KSAs.  

The first question was, “How important is [the KSA] to your 

job?”  Participants responded by choosing a number on a 

Likert scale: 1 to 6 with 1 being “not important at all” and 6 

being “very important.”  The second question was, “Where did 

you learn [the KSA]?”  This was an open-ended question; if 

participants provided multiple answers they were asked to 

specify where they had learned the most about the KSA.  The 

answers provided fell into 5 categories: KSA was learned at 

work/on the job (job); KSA was learned at school (school); 

KSA was learned through self-study (self); KSA was learned 

someplace else including through government training, certifi-

cation programs, and friends (other); or the KSA was not 

learned at all (n/a).   

 These two questions were chosen to help curriculum 

developers prioritize the KSAs.  KSAs rated as being more 

important should be emphasized more so than those rated as 

less important.  Where the KSAs were learned would indicate 

whether current training programs were meeting the demands 

to the cyber workforce and, if not, which KSAs educators 

could prioritize to fill the gaps.   

 The NICE Framework does not list any KSAs related to 

specific tools, programming languages and scripts, or non-

technical KSAs.  We asked the questions “What programming 

languages and scripts are most important for your job?” “What 

soft skills are most important for your job?” and “What skills 

and topics that we haven’t covered so far are most important 

for your job?”  These three open-ended questions were intend-

ed to capture additional KSAs that may not be included in the 

NICE Framework but should still be considered when building 

curricula.  Additionally, we asked, “Was there anything you 

had learned on the job that you wish you had learned in 

school?”  This question was intended to highlight the KSAs 

that professionals felt they could have benefitted from as nov-

ice or that were particularly difficult to grasp when introduced 

outside of a classroom setting.   

 To ensure that no participants quit the study because they 

felt that any of the questions were too invasive, we told partic-

ipants that they could skip any questions that they didn’t want 

to answer.   

 

IMPLEMENTATION OF THE BRIEF INTERVIEW 
 

To implement our technique, we interviewed cyber pro-

fessionals attending the conferences Black Hat USA 2016 and 

DEF CON 24.  Researchers approached fellow conference 

attendees and asked them if they would be willing to partici-

pate in an interview to “help develop better cyber training 

programs.”  Researchers read the questions to the participants 

and then recorded their responses on paper.   



Forty-four cybersecurity professionals participated.  

About half had jobs related to offensive types of cyber defense 

work such as penetration testing, and the remainder performed 

more defensive work such as security analysis.  On average, 

participants had been in cyber for 13.79 years (SD = 8.83; 

range: 1-34 years) and had participated in 3.95 capture-the-

flag events (SD = 6.26; range: 0-30).  Years in cyber and 

number of capture-the-flag events were not correlated, r(42) = 

-.04, p = .775.  Twenty-five participants (57%) had college 

degrees in a computer science related field, 9 (20%) had 

degrees in a field unrelated to computer science, and 10 (23%) 

had no college degrees.  

To analyze which of the 32 NICE KSAs were the most 

important for current cyber work, we performed a series of t-

test comparing the mean importance rating of each KSA to 3.5 

(the middle value of our 1 to 6 Likert scale).  KSAs that had a 

mean importance rating that was significantly higher than 3.5 

after Bonferroni correction (α = .05/32 = .002) were consid-

ered to be of greater-than-neutral importance.  

For each NICE KSA, we calculated the percentage of re-

spondents who learned the KSA at each of the 5 locations 

(job, school, self, other, n/a).   

We determined the importance of KSAs that were not in-

cluded in the NICE framework by counting how frequently 

they were given as answers to the open-ended questions.  

Our results are not detailed here given that this paper 

focused on the development of our brief interview technique.  

Our complete results will be described in Jones, Namin, and 

Armstrong (2017).    

 

LESSONS LEARNED 

 

The success of our brief interview methodology depends 

on two factors: whether our methodology fit within the con-

straints laid out by our SME, and whether it provided useful 

information about cyber work.  

Interactions with our participants were generally positive 

and did not seem to overstep any of the four constraints it was 

designed to accommodate (no naturalistic observations, ano-

nymity and safety, short data-collection time, and no process 

questions).  Of course, we did not perform nor ask to perform 

observations, so there was no danger of stepping outside the 

boundaries of the first constraint.   

The demographic questions that we asked our partici-

pants fit within our constraint of anonymity.  No participants 

elected to skip the questions about their years in cyber, the 

number of capture-the-flag events that they participated in, or 

their educational background.  There was indication that our 

concerns were valid; many participants appeared standoffish 

about participating until they were assured that we would not 

ask personal information such as their name.  This was partic-

ularly true at DEF CON, which is a cash-only conference that 

does not take names at registration in order to protect anonym-

ity (How much is admission DEF CON, n.d.).  A few partici-

pants told researchers as an aside that they had been afraid that 

our study was a social engineering ploy.  The fact that we 

identified ourselves as part of a university research team and 

did not ask for identifying information mollified their 

concerns. 

The concern that the interviews should be kept short was 

also validated.  When we did experience missing data, it was 

because participants needed to end the interview early in order 

to attend a presentation or meet up with other people at the 

conference.  Our interview regularly went over the intended 

15-20 minutes, so creating a shorter interview could have cut 

down on missing data.  That said, a large proportion of the 

participants were willing to spend a great deal of time talking 

to the researchers, even providing unprompted stories and 

explanations for their responses throughout the interview.  

However, it is unclear whether they would have been equally 

generous in another environment or if we had asked other 

questions. 

Other than some participants needing to end the inter-

view early due to time constraints, we experienced very little 

missing data.  All of the NICE KSA questions were answered 

by at least 41 of the 44 participants.  When participants did 

skip a question, it was usually because they didn’t understand 

the way the KSAs were worded.  Overall, this indicates that 

participants were comfortable with the depth of the questions.   

For the reasons listed above, we found our methodology 

to be successful in that it allowed us to comply with the four 

potential research constraints.   

We also found that this methodology was reasonably 

successful at capturing the types of data that would help edu-

cators create cyber defense curricula.  When deciding what to 

include in their curricula, educators should prioritize the KSAs 

that are the most important for cybersecurity professionals.  

This would help prepare students for the cyber workforce 

thereby minimizing post-graduate training.  With the brief 

interview technique, we were determined which KSAs are the 

most important to cyber professionals by analyzing the mean 

importance ratings for each of the 32 NICE KSAs and by 

notating which responses to the open-ended questions were 

given most frequently.  In the case of the open-ended respons-

es, further validation of the answers is needed in order to de-

termine their importance in relation to that of the NICE KSAs.  

It would additionally be helpful for university educators 

to know whether students were already receiving instruction 

on each KSA from school.  If they were, curricula developers 

should not feel obligated to emphasize the KSAs further.  We 

attempted to answer this question by asking participants where 

they had learned each of the NICE KSAs.  The results were 

difficult to interpret.  We found that the NICE KSAs were 

primarily learned on the job and through self-study, not from 

school.  This could indicate that there is a large need for more 

higher education programs and classes that focus on these key 

cyber skills.  It is also possible that participants learned about 

the KSAs at school but then gained a deeper comprehension of 

them later.  This ambiguity is due to how the question was 

framed; participants were asked where they had learned the 

most about each skill.  In addition, many of our participants 

had been out of school for an extended period of time and/or 

had not studied in a field related to computer science during 

their education.  Therefore, it was difficult to determine exact-

ly why a KSA was not learned in school and how educators 

should apply this information.   

We propose that in the future the question “Where did 

you learn [the KSA]?” should be replaced with “How difficult 



was it to learn [the KSA]?” This question would be answered 

with a Likert scale (with 1 indicating “not difficult at all” and 

6 indicating “very difficult”).  Presumably, cybersecurity edu-

cators would want to spend more time in class on the KSAs 

that were more difficult to learn and to delegate less time for 

easy-to-learn KSAs.  When and whether participants received 

a computer science education should not affect the difficulty 

ratings; a KSA that is difficult to learn in a classroom setting 

should also be difficult to learn through self-study or while on 

the job.   

Overall, we are satisfied with our brief interview tech-

nique and with the information it allowed us to measure.  This 

methodology and the data collected with it could be used to 

develop objectives for courses, group exercises (Patriciu & 

Furtuna, 2009), and simulation training (Pastor, Diaz, & 

Castro, 2010) within cybersecurity.  Because there is little data 

to guide personnel selection for cybersecurity jobs (Forsythe, 

Silva, Stevens-Adams, & Bradshaw, 2013; Mancuso et al., 

2014), hiring managers may wish to interview their top per-

formers to determine the KSAs they should prioritize during 

hiring decisions.  The brief interview technique could be 

customized to fit other research goals in and outside of the 

cybersecurity field.  

A limitation of the brief interview is that it relies on self-

report.  As such, there may be a mismatch between a KSA’s 

perceived importance and its actual role in cybersecurity work.  

Ideally, data collected with the brief interview technique will 

be validated by objective measures of cybersecurity work per-

formance, though it may be some time before such measures 

are available (Mancuso et al., 2014).  

One of the benefits of this methodology is that it requires 

relatively little time to put together and to execute.  Long, 

extensive work analyses are undoubtedly valuable to the over-

all effort to meet the challenges of cybersecurity, but they can 

take even longer given the challenges unique to cyber such as 

gaining access to and becoming familiar with the cyber 

domain (Lathrop et al., 2016).  This can be prohibitive to 

researchers who are not already participating in cybersecurity 

research and certainly slows down the pace of data collection.  

This brief interview methodology provides a faster turnaround 

in order to address pressing questions like what to include in 

cybersecurity curricula.   
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