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Abstract—Due to the lack of physical protections and security
requirements of the network routing protocols, Wireless Sensor
Networks (WSNs) are vulnerable to Denial-of-Service (DoS)
attacks. Inherent resource constraints also hinder WSNs from
deploying conventional encryption schemes and secure routing
protocols. In this paper, we investigate a counter selective for-
warding attack to efficiently detect the forwarding misbehaviors
of malicious nodes and seamlessly deliver sensory data in energy
harvesting WSNs. We first analyze a set of adversarial scenarios
under an implicit acknowledgment overhearing and identify a
vulnerable case. Then we propose a Hop-by-hop Cooperative
Detection (HCD) scheme to efficiently detect the forwarding mis-
behaviors and mitigate the forwarding probabilities of malicious
nodes. Extensive simulation results indicate that the proposed
scheme can significantly reduce the number of forwarding
misbehaviors by quickly decreasing the dropping probabilities
of malicious nodes and achieve more than 95% packet delivery
ratio in energy harvesting WSNs.

Index Terms—Denial-of-service, energy harvesting, hop-by-hop
cooperative detection, selective forwarding attack, wireless sensor
networks.

I. INTRODUCTION

Wireless Sensor Networks (WSNs) are exposed to security
threats. Sensor devices (later nodes) can easily be com-
promised by an adversary because of the lack of physical
protections. Since nodes often require long-term sensing and
communication operations in an unattended or hostile area,
they can be captured, tampered, or destroyed. Because nodes
transceive packets over shared wireless links, the adversary
can also overhear, duplicate, corrupt, or alter sensory data. In
particular, WSNs are vulnerable to Denial-of-Service (DoS)
attacks [1] because of the lack of security requirements in
network routing protocols that are not originally designed for
malicious attacks. DoS attacks primarily target service avail-
ability by disrupting network routing protocols or interfering
on-going communications, rather than subverting the service
itself. As sensory data become sensitive, the development of
DoS counterattack mechanisms is critical and challenging for
secure and reliable delivery.

One of well-known DoS attacks is a selective forwarding
attack [1], where a malicious node selectively forwards any
incoming packet. The selective forwarding attack primarily
targets the network routing vulnerabilities of multi-hop WSNs
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by violating an implicit cooperative routing, i.e., all nodes
faithfully and collaboratively route data packets to a sink.
Unlike a blackhole attack [1], where a malicious node simply
refuses to forward any incoming packet, the selective forward-
ing attack is non-trivial to detect the misbehaviors of malicious
nodes from temporal node failures or packet collisions.

In this paper, we investigate a counter selective forward-
ing attack in energy harvesting WSNs, where each node is
equipped with a rechargeable battery. Our main contribution
is two-fold:

• First, we analyze four adversarial scenarios based on an
implicit acknowledgment overhearing as a part of counter
selective forwarding attack in energy harvesting WSNs.
We observe the forwarding misbehaviors of malicious
nodes, summarize the interactions between legitimate and
malicious nodes in a newly suggested triplet format, and
identify a vulnerable case.

• Second, a Hop-by-hop Cooperative Detection (HCD)
scheme is proposed to efficiently detect the forwarding
misbehaviors of malicious nodes and mitigate the for-
warding probability of malicious nodes in energy har-
vesting WSNs.

We develop a discrete-event driven simulation framework to
observe the impact of key simulation parameters on the com-
munication performance. Extensive simulation results indicate
that the proposed scheme can significantly reduce the number
of forwarding misbehaviors and increase the packet delivery
ratio. To the best of our knowledge, this is the first attempt
to explore a counter selective forwarding attack in energy
harvesting WSNs.

The rest of paper is organized as follows. The system and
adversarial models followed by the proposed adversarial sce-
narios and counter selective forwarding attack are presented in
Section II. Extensive simulation-based performance evaluation
studies are conducted in Section III. Prior work and conclusion
with future work are reviewed and presented in Sections IV
and V, respectively.

II. THE PROPOSED COUNTERATTACK

A. System and Adversarial Models

In this paper, energy harvesting is modeled by a two-state
Markov process with active (Sa) and harvest (Sh) states. A
node stays in active mode for an amount of time, which is
exponentially distributed with a mean λa, and changes to
harvest mode. After energy harvesting for an amount of time
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Fig. 1. A single malicious node in a network, where a malicious node (nm)
is shaded, and solid and dashed arrow lines represent packet forwarding and
overhearing operations, respectively.

in harvest mode, which is also assumed to be exponentially
distributed with a mean λh, the node changes back to active
mode. Whenever a node changes its mode, it broadcasts a one-
hop Mode packet. To avoid an overhead for frequent mode
changes (i.e., on-off switching cost), a node in harvest mode
is unable to communicate with other nodes until a certain level
of energy is harvested [2].

The primary goal of adversary is to attack service avail-
ability and degrade the network performance by interrupting
on-going communications. The adversary is able to capture
and compromise legitimate nodes so that they can behave ma-
liciously. Two types of malicious behavior can be considered:
(i) a malicious node may simply drop or selectively forward a
packet to prevent a sink from receiving the packet; and (ii) a
malicious node may eavesdrop an on-flying packet and inject
false information or modify the packet to mislead network
traffic. Note that if a sender can authenticate a packet with a
light-weight digital signature [3], a receiver can easily verify
the packet and detect any modification. In this paper, we focus
on the adversarial scenarios that cannot be detected by digital
signatures and cryptographic schemes. We do not consider
cryptographic primitives.

B. Analysis of Adversarial Scenarios

An overhearing of implicit acknowledgment is considered
to monitor the forwarding behaviors of nodes. A sender over-
hears whether its one-hop forwardee node has forwarded the
received packet without receiving an explicit acknowledgment.
An energy consumption of implicit acknowledgment [4] can
be covered by maximizing the utilization of energy harvesting.
In this paper, we investigate four adversarial scenarios (SM1 –
SM4) to observe any forwarding misbehavior and vulnerable
situation in energy harvesting WSNs. Node interactions are
summarized in a newly suggested triplet format. The triplet
consists of Mode (M ), Action (A), and Following Action (F ),
where M ∈ {Active (act), Harvest (hvest), Don’t Care (∗)}
and both A and F ∈ {Forward (fwd), Overhear (ohear),
Receive (rcv), No Action (–)}. The F is any follow-up
operation after the A. As a part of network, a sender (na),
forwarding nodes (nb and nm), and a forwardee (nc) are
setup in Fig. 1. Suppose one of the forwarding nodes acts
maliciously, nm.

If a sender is in active mode, it randomly selects a forward-
ing node (nb or nm) with equal probability in Fig.1. If the
sender is in harvest mode, however, it holds a packet until
it changes back to active mode. In Subfig. 1(a), suppose na

forwards a packet to nm. nb can overhear the packet and store

it in its local cache. Due to the Mode packet broadcasted, na is
aware of the mode of nm. If nm is in harvest mode, na selects
nb. If nm forwards the packet to nc, which is the first scenario
(SM1), both na and nb can overhear the packet and assume
that the packet has been successfully forwarded to nc. Upon
receiving the packet, nc chooses another forwarding node and
forwards it. If nm refuses to forward the packet, however, both
na and nc cannot overhear it. Since nb already has overheard
the packet, it can directly forward its cached packet to nc as
shown in Subfig. 1(b). Then na can overhear the packet from
nb but it suspects the forwarding behavior of nm.

nm may forward a packet without considering the mode of
its forwardee. Suppose nm receives a packet from na when
nc is in harvest mode. Then nm may intentionally forward
the packet to nc. If nb is also in harvest mode, which is the
second scenario (SM2), this forwarding misbehavior of nm is
not suspected because na can still overhear the packet from
nm. If nb is in active mode, which is the third scenario (SM3),
however, it suspects the forwarding behavior of nm because
nb knows the mode of nc. Similar to the SM1, nb forwards
its cached packet to nc. Here, na does not know what mode
nc currently is. If na overhears the packet from nb, which
is different from the originally selected forwarding node (i.e.,
nm), it suspects the forwarding behavior of nm.

The last scenario (SM4) is when nm is in harvest mode.
From a malicious node’s point of view, nm should stay in
active mode as long as possible to increase the chance of
disrupting the forwarding operation. na definitely chooses
another forwarding node (i.e., nb), if it is in active mode.
After receiving a packet from na, nm may also change its
mode from active to harvest without broadcasting the Mode
to intentionally increase the packet delivery latency. In this
case, if nb is in active mode, it can forward its cached packet
to nc. If nb is in harvest mode and na does not overhear the
packet from nm, na chooses an alternative forwarding node.
A vulnerable scenario is marked as † in Table I.

C. Cooperative Hop-by-Hop Detection

Based on the adversarial scenarios, we propose a Hop-
by-hop Cooperative Detection (HCD) scheme to detect the
forwarding misbehaviors of malicious nodes and reduce the
forwarding probability of malicious nodes. A basic idea is that
each node records the trace of forwarding operations using
overhearing and exchanges of Mode packet and detects any
forwarding misbehavior. We investigate three major issues to
implement the HCD scheme: (i) what information do nodes
keep to monitor the forwarding behaviors of nodes; (ii) how
to detect the forwarding misbehaviors of malicious nodes
based on the forwarding traces; and (iii) how to reduce and
adjust the forwarding probability of malicious nodes and other
forwarding nodes, respectively.

First, each node records a trace of forwarding operations
executed during the last ω period, and maintains a forwarding
trace table (FT ) to monitor the forwarding behaviors of its
neighbor nodes. Due to the limited storage space, the traces
timestamped less than tcur - ω are evicted from the table,



TABLE I
SUMMARY OF INTERACTIONS AMONG NODES IN THE ADVERSARIAL SCENARIOS.

Scenario Forwarder Neighbor Forwardee
SM1 nm: [Mact, Afwd, –] nb: [∗, –, –] nc: [Mact, Arcv , Ffwd]
†SM2 nm: [Mact, Afwd, –] nb: [Mhvest, –, –] nc: [Mhvest, –, –]
SM3 nm: [Mact, Afwd, –] nb: [Mact, Aohear , Ffwd] nc: [Mhvest, –, –]
SM4 nm: [Mhvest, –, –] nb: [∗, –, –] nc: [∗, –, –]
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Fig. 2. A forwarding misbehaviors of malicious node
in a network.

where tcur and ω are the current time and a system parameter,
respectively. A forwarding trace consists of five components:
packet id (pid), timestamp (ts), one-hop forwardee’s id (d1),
two-hop forwardee’s id (d2), and flag (f ). Here, the packet id
is used as a key to search a forwarding operation in the table.
The flag indicates whether a node has overheard a packet (f
= 1) or not (f = 0) from the forwardee. For example, when
a node (ni) sends a packet to a forwarding node (nj) at t,
it records this forwarding operation and adds it to the table,
FTi = FTi ∪ [pid, t, j, ∅, 0]. Here, the two-hop forwardee
is empty because it is not available.

Each node also records the mode changes of its one-
hop neighbor nodes executed during the last ω period, and
maintains a mode trace table (MT ). A mode trace consists of
two components: timestamp (tx) and mode (Mx). Whenever
a node changes the current mode, it broadcasts a Mode packet
piggybacked with its changed mode and mode trace table.
When the node receives the Mode packet, it can also know the
mode changes of its two-hop neighbor nodes. Note that nodes
are only interested in the mode changes of one-hop (g∗

i ) and
two-hop (g+

i ) closer neighbor nodes to a sink. For example, a
node (ni) maintains the MTi, in which a set of mode traces
is mti,k = {(tx, Mx) |k ∈ g∗i or g+

i ∧ tcur −ω ≤ tx < tcur}.
Second, each node examines the received trace tables

to detect any forwarding misbehavior. We investigate two
forwarding misbehavior cases based on the aforementioned
adversarial scenarios. Suppose na sends a packet which will
be forwarded to nc through nm. The first misbehavior case
is when nc is in harvest mode in Subfig. 2(a): (i) When
na forwards a packet to nm at t, it records this forwarding
operation in the FTa, [pid, t, m, ∅, 0]. nb can overhear the
packet; (ii) Suppose nm intentionally forwards the packet to
nc at t′. Then nb can overhear the packet and cache it. But
nb suspects a forwarding behavior of nm because it knows
the current mode of nc, harvest mode. When na overhears
the packet from nm, it updates the ts, d2, and f in the FTa,
[pid, t′, m, c, 1]; (iii) When nc changes the current mode
to active, it broadcasts a Mode packet piggybacked with its
changed mode and MTc. Upon receiving the Mode packet,
nb updates the MTb, forwards its cached packet to nc at t′′,
and records this forwarding operation in the FTb, [pid, t′′, c,
∅, 0]; and (iv) When nb forwards the cached packet to nc,
na can also overhear the packet from nb. Then na retrieves
the forwarding trace from the FTa, mta,c = [pid, t′, m, c,
1]. Since the same packet has been forwarded twice by nm

and nb, na checks whether nc was in harvest mode. Thus, na

can detect the forwarding misbehavior of nm because nm has
forwarded the packet while nc is in harvest mode.

The second misbehavior case is when both nb and nc are in
harvest mode in Subfig. 2(b): (i) When na forwards a packet
to nm at t, it records this forwarding operation in the FTa,
[pid, t, m, ∅, 0]. nb cannot overhear the packet because it is
in harvest mode; (ii) Suppose nm intentionally forwards the
packet to nc at t′. When na overhears the packet, it updates
the FTa, [pid, t′, m, c, 1]; and (iii) When nb changes the
mode to active, it broadcasts a Mode packet piggybacked with
its changed mode and MTb. Upon receiving the Mode packet,
na updates the MTa and searches any forwarding operation
executed while either nb or nc is in harvest mode. Thus, na

can detect the forwarding misbehavior of nm.
Third, when a node detects a forwarding misbehavior, it

reduces a forwarding probability of suspected node. Initially,
each node sets equal forwarding probability to all its for-
warding nodes (|g∗|), 1

|g∗| . A set of forwarding probabili-
ties is stored and updated in a forwarding probability table
(PT ). Whenever a forwarding misbehavior is detected, the
forwarding probability of suspect node is reduced by half. The
amount of reduced forwarding probability is equally divided
and distributed to the rest of forwarding nodes. For example,
if ni suspects nj , it reduces the forwarding probability (pi,j)
of nj by half, pi,j

2 . Then ni equally increases the forwarding
probability of its forwarding nodes by pi,j

2(|g∗i |−1) . Thus, the
more a node misbehaves, the less it will be selected as a
forwarding node. Major operations of the HCD scheme are
presented in Fig. 3.

III. PERFORMANCE EVALUATION

In this paper, we develop a customized simulation frame-
work, written by CSIM19 [5] that is a popular development
toolkit for discrete-event simulations and modeling, to conduct
our experiments. We use a 2×20 mesh network, where 40
nodes are located 10 (m) apart. Two additional nodes are
located in the end of opposite sides of the network as a traffic
generator and a sink, respectively. The communication range
of node is 15 (m). Each node has five neighbor nodes and
two forwarding nodes, except the nodes adjacent to the traffic
generator and sink. We do not consider a single neighbor
node in the network, because it could be either a single point
of failure or a target to be compromised by an adversary,
resulting in a network partition. The inter arrival time of
traffic is assumed to be exponentially distributed, and the
traffic generator node generates a packet per second. The
periods of active and harvest modes are also assumed to be
exponentially distributed, and they are presented as a ratio
of active period to harvest period, a/h ratio. For example,
a/h ratio is eight when active and harvest periods are 80
and 10 seconds, respectively. One to six malicious nodes are



Notations:
• FT , MT , PT , d1, d2, tx, Mx, ω, g∗, g+: defined before.
• pkti[pid, src, dst, |h|]: A packet sent from a node, ni, containing packet

id (pid), source id (src) and destination id (dst), and the number of hops
(|h|) from a sink.
� When ni changes the current mode:

Broadcast a Mode packet piggybacked with the changed mode and MTi

(mti,k (k ∈ g∗i ));
� When ni receives a Mode from nj :

Extract the changed mode and MTj (mtj,k);
for k ∈ g∗i or g+

i ∧ tcur − ω ≤ tx do
Update mti,k with mtj,k;

end for
if Mx(k ∈ g+

i ) == harvest ∧ FTi(d2) == k then
pi,d1

=
pi,d1

2
and pi,q = pi,q

2(|g∗
i
|−1)

, where q ∈ g∗i ;
end if

� When ni forwards a packet to nj :
FTi = FTi ∪ [pid, tcur , j, ∅, 0];

� When ni receives a packet from nj :
if ni == pktj [dst] then

Choose a forwarding node (nk , k ∈ g∗i ) based on the PTi;
Forward the packet to nk;
FTi = FTi ∪ [pid, tcur , k, ∅, 0];

else
if |hi| > |hj | then

if pktj [pid] ∈ FTi then
Update d2 = pktj [dst] and f = 1;
if Mx(pktj [dst]) == harvest then

pi,j = pi,j

2
and pi,q = pi,q

2(|g∗
i
|−1)

, where q ∈ g∗i ;
end if

end if
else if |hi| < |hj | then

Cache the packet;
else /* |hi| == |hj | */

if Mx(mti,pktj [dst]) == harvest then
Forward the cached packet to pktj [dst] after receiving a Mode

packet from pktj [dst];
FTi = FTi ∪ [pid, tcur , pktj [dst], ∅, 0];

end if
end if

end if

Fig. 3. The pseudo code of HCD scheme.

located every three other nodes in the network, and their
packet dropping probability ranges from 0.1 to 0.5. In this
paper, we do not consider multiple malicious nodes located
consecutively to collude among themselves and hide any
forwarding misbehavior. Because of the limited storage space
in resource constrained networks, we set ω as 200 seconds.
Although a large value of ω helps in detecting forwarding
misbehaviors, it may cause communication overhead and lead
to a scalable issue in such a dense WSNs.

We measure the performance in terms of Packet Deliv-
ery Ratio (PDR), number of misbehaviors, and forwarding
probability by changing key simulation parameters, number
of malicious nodes, dropping probability, and a/h ratio. First,
we measure the PDR by changing the number of malicious
nodes and dropping probabilities in Fig. 4. We set all nodes to
active mode to clearly see the impact of number of malicious
nodes and dropping probabilities on the performance. Since the
number of malicious nodes is located along a forwarding path,
the probability of packet being dropped increases as a packet is
propagated to a sink. Thus, the PDR quickly decreases even
with a small number of malicious nodes and low dropping
probabilities. This implies that a simple selective forwarding
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Fig. 4. Packet delivery ratio against different number of malicious nodes
and dropping probabilities.

1
2

3
4

5
6

10
0

10
1

10
2

0

500

1000

1500

A/H Ratio
Number of

Malicious Nodes

N
um

be
r o

f M
is

be
ha

vi
or

s

(a) pd = 0.1

1
2

3
4

5
6

10
0

10
1

10
2

0

500

1000

1500

A/H Ratio
Number of

Malicious Nodes

N
um

be
r o

f M
is

be
ha

vi
or

s

(b) pd = 0.5

Fig. 5. The number of forwarding misbehaviors against different number of
malicious nodes and a/h ratios. Here, shaded and empty circles are with and
without using the proposed scheme, respectively.

attack can efficiently interfere on-going communications in the
network.

Second, the number of forwarding misbehaviors is counted
by changing the number of malicious nodes, dropping proba-
bility, and a/h ratio in Fig. 5. Two dropping probabilities are
used to clearly see the performance difference. As the a/h ratio
increases, the number of forwarding misbehaviors decreases.
This is because malicious nodes have less chance to forward a
packet to the forwarding nodes in harvest mode. As the number
of malicious nodes increases, more misbehavior attempts are
observed. When a legitimate node forwards a packet, if all
forwarding nodes are in harvest mode, it holds the packet.
The legitimate mode forwards the packet when it receives the
Mode packet from one of forwarding nodes in active mode.

In Subfig. 5(a), with low dropping probability, a small
number of forwarding misbehaviors are observed in large
number of malicious nodes and low a/h ratio. In Subfig. 5 (b),
with high dropping probability, however, the HCD scheme can
significantly reduce the number of forwarding misbehaviors.
Since more misbehavior attempts are detected especially in
large number of malicious nodes and low a/h ratio, malicious
nodes have the less probability of being chosen as a forwarding
node. Thus, the number of forwarding misbehaviors decreases.

Third, whenever a node detects a forwarding misbehavior, it
reduces the forwarding probability of malicious node to half
and updates its forwarding probability table. If a malicious
node is detected multiple times, its forwarding probability of
being chosen as a forwarding node quickly decreases. We
show the changes of forwarding probabilities with different
dropping probabilities in Fig. 6. The forwarding probabilities
of six malicious nodes are monitored over the simulation time.
In Subfig. 6(a), the forwarding probabilities quickly decrease
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Fig. 6. Changes of forwarding probability over simulation time.
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Fig. 7. Packet delivery ratio against different number of malicious nodes
and a/h ratios. Here, shaded and empty circles are with and without using the
proposed scheme, respectively.

even with a small dropping probability. Since more number
of forwarding misbehaviors are detected under high dropping
probability, the forwarding probabilities of all malicious nodes
are under 0.05 after 2,000 simulation time in Subfig. 6(b).

Finally, the PDR is measured by changing the number of
malicious nodes, dropping probability, and a/h ratio in Fig. 7.
The PDR is more sensitive to the a/h ratio than the number
of malicious nodes and dropping probability. In the low a/h
ratio, more nodes stay in harvest mode and cannot receive any
incoming packet and thus, the PDR significantly decreases.
As the a/h ratio increases, the PDR increases. In the HCD
scheme, whenever a forwarding misbehavior is detected, the
forwarding probabilities of malicious nodes become lower than
that of other forwarding nodes. Thus, more legitimate nodes
are chosen as a forwarding node. In Subfigs. 7(a) and (b),
more than 95% PDR are achieved except when the a/h ratio
and dropping probability are low and high, respectively.

IV. RELATED WORK

Several counter selective forwarding attacks has been pro-
posed to efficiently detect the forwarding misbehaviors of
malicious nodes in battery powered WSNs. In [6] and its
variations [7], [8], [9], [10], a basic idea is that a set of
intermediate nodes located along a forwarding path to a sink
acts as a checkpoint node to monitor any forwarding misbehav-
ior by replying an acknowledgment (Ack) packet to a source
node. If an intermediate node does not receive the required
number of Ack packets within a timeout period, it suspects
a malicious node and send an Alarm packet to the source
node through multi-hop relays. The number of Ack packets
generated from intermediate nodes and how many Ack packets
received by checkpoint nodes incur a performance tradeoff

between detection accuracy and communication overhead.
Multipath routing can be utilized to lessen the probability of
encountering a malicious node. Braided paths [11], originally
designed for resiliency to node failures, create partially disjoint
paths. Note that either forwarding Ack and Alarm packets
via multi-hop relays or creating disjointed paths from nodes
to a sink deployed in prior approaches may not directly
be applicable to energy harvesting WSNs, where nodes are
not always available due to energy availability. Unfortunately
counter selective forwarding attacks are under-explored in
energy harvesting WSNs.

V. CONCLUSION AND FUTURE WORK

In this paper, we investigated a countermeasure to se-
lective forwarding attack in energy harvesting WSNs. We
first analyzed four adversarial scenarios based on an implicit
acknowledgment overhearing and then proposed a Hop-by-
hop Cooperative Detection (HCD) scheme to efficiently detect
forwarding misbehaviors. Since the forwarding probability
is reduced by half whenever a forwarding misbehavior is
detected, the HCD scheme can significantly reduce the number
of forwarding misbehaviors especially in the large number of
malicious nodes and low a/h ratio. Thus, more than 95% PDR
can be achieved. To see the full potential of the proposed
techniques, we investigate multiple malicious nodes strategi-
cally located in energy harvesting WSNs, where they collude
among themselves to hide their forwarding misbehaviors. For
example, more than two malicious nodes are consecutively
located along a forwarding path to a sink, or surround a
forwardee. We plan to consider six adversarial scenarios
and identify their vulnerable cases, observe any forwarding
misbehavior, and extend the proposed HCD scheme.
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